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00paboTKe B MHHYOPMAIHOHHBLIX CHCTEM NMEPCOHAIBHBIX AAHHDBIX
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. Hacrosiee Ilonoxkenue yeranasnupaer TpeboBaHus K obecrieyeHHIO Ges-
OMACHOCTH NCPCOHANLHBIX NaHHBIX IPH MX 00paboTKe B MHMOPMAIIMOHHBIX CHCTeMAX
ICPCOHANBHBIX JAHHBIX, MNPEACTaBAAIONMX COGO0H COBOKYIHOCTH MEPCOHANBHBIX
AGHHBIX, COAEPIKALMXCA B 6a3aX MaHHBIX, A TAKKE HHPOPMAIMOHHBIX TEeXHOMOIUE 1
TEXHHUCCKHX CPe/ICTB, MO3BOAIOUIMX OCYIIECTRIATE 06PabOTKY TaKux MePCOHAIb-
HBIX JTaHHBIX C HCMOIB30BaHHEM CPE/ICTB aBTOMATH3ALMH (1anee - HH(OPMALIHOHHBIE
CHCTEMBI).

[Ton TexHHYeCKMMH CpeicTBAMH, MO3BOMSIOLIHMHE OCYLIECTBIATEL 00paboTKy
HEPCOHATEHLIX NAHHBIX, MOHUMAIOTCS CPE/ICTBA BbLIMHCIHTENBHON TEXHUKH, HH(Op-
MALMOHHO-BBITHC/IMTENIbHBIE KOMILIEKCH H CETH, CPEICTBA M CHMCTEMbI nepejiay,
npHeMa u 00paboTKH NMepcoHanbHBIX HaHHBIX (CpeacTBa M CHCTEMBI 3BYKO3AIMCH,
SBYKOYCHIICHHS, 3BYKOBOCIPOH3BEIEHMSA, MEPErOROPHBIE H TeNEBH3HOHHbBIE VCTPOii-
C1Bd, CPE/ICTBA HITOTOBJICHUS, THPAKUPOBAHUSA JOKYMEHTOB H IPYIHE TeXHUYeCKHe
cpejicTBa 00paboTKH peyeBoil, rpaduyeckoii, Buieo- H OyKBEHHO-1IHDPOBOIT M-
(hopmaiu), nporpaMmuBle cpesncTsa (OnepanMoHHBIE CHCTEMBI, CHCTEMBI ynpagre-
HUs 6a3aMM JaHHBIX M T.IL), CPeJCTBA 3aLUHThI HH(OPMALIMH, TIPHMEHAEMbBIE B HH-
(hopMallMOHHBIX CHCTEMAX.

2. besonachocTh nepconanshbix nanubIx gocTHracTes MYTeM HCKIIOYeHHS
HCCAHKIMOHMPOBAHHOrO, B TOM YHC/E CIY4aiftHOrO, A0CTYNA K MEPCOHATBHBIM TaH-
HBIM, PE3YJILTATOM KOTOPOIo MOMKET CTaTh YHHUTOKEHHE, HIMEHEHHE, fi1o0kHpoBanue,
KOMHMPOBAHHE, PACIPOCTPAHEHHE MEPCOHANBHBIX AaHHBIX, 4 TAKKE HHBIX HeCaHKIH-
OHHPOBAHHBIX JIEHCTBHIA.

besonacHocTh nepcoHanbHBIX AaHHBIX npu X 0bpaboTke B HHOOPMALHOHHBIX CH-
CTeMax 00eCrneYnBaeTcsi ¢ MOMOLIBI0 CHCTEMBI 3AIIATHI MePCOHATBHBLIX TAHHBIX,
BK/THO4AIOIIEH OpraHu3alliOHHbIE MEpbl M CpeACTBa 3alMThl WHMOPMAIIHH (B TOM
HMCiIe HH(poBanbHble (KpunTorpahuieckue) CPelCTBa, Cpe/ICTBa [1PeI0TBpalleHH!s
HECAHKIIHOHHPOBAHHOTO JI0CTYNA, YT€UKH HH(MOPMAILIMH 10 TeXHHYECKHM KaHajam,
MpOrpaMMHO-TEXHUYECKHX BO3ICHCTBHI HA TeXHHYECKHe cpezcTsa odpaboTku nep-
COHAILHBIX NaHHBIX), a TAKKE HMCHONb3YyeMble B MH(OOPMAILMOHHO] cHCTeMe
HHQOPMALMOHHBIE  TeXHOMOTHH.  TexHHYeCKHe MporpaMMHbIe CpeacTBa
AO/DKHBL -~ yJIOBNETBOPATE  YCTAHABIMBAEMBIM B COOTBETCTBHH ¢ 3aKOHOIATE!h-
CTBOM Poccuiickoit Menepatmu TpeGoBaHusIM, 0BeCeHHBAIOMINM 3alMTy HH(Op-
MaLIHH.

His obecnevenns GezonacHocTH MEPCOHATBHBIX JaHHBIX NMPH UX ob6paboTke B
HH(OPMALHOHHBIX CHCTEMAX OCYLIECTBIACTCS 3alHTa peueBol MH(pOpMALIMKM U MH-
thopmaunun, obpabarbiBaeMoil TexHHHeCKUMU CPEeICTBAMH, a Takwe WHpopmalmm,
NPE/ICTAB/ICHHON B BH/E MH()OPMATHBHBIX JEKTPUYECKHX CHIHANOB, (H3MYeCKHX
nosnei, Hocureseit Ha GyMakHON, MArHHTHO, MAarHHTHO-OITHYECKOH W HHOH OCHOBe,
3. MeTobl 1 criocofbl 3ammTh HHbOPMaLIHH B HHQOPMALIHOHHBIX CHCTEMAX
ycranaeinusatores @enepanshoit cnyxboii no TEXHHUYECKOMY H 3KCNOPTHOMY KOH-
Tpoinio u DenepanbHoii ciyx60ii Gesonachoctn Poceuiickoii ®enepaunn B npegenax
HX MOJTHOMOYHIA.

Jlo0CTaTOUHOCTE NPHHSATBIX MEp N0 OBECTEUeHNIO Ge301aCHOCTS MePCOHATBHbIX
AQHHBIX NpU HX 00paboTke B HHPOPMAIMOHHBIX CHCTEMAX OLEHUBACTCS MpH NMpoBe-
ACHHH FOCYIAPCTBEHHOTO KOHTPOIIA H HAMT30PA.

PaboTe! no obecneuennio GezonacHocty NMEPCOHANBHBIX JAHHBIX MPH HX 00pa-




Ootke B MHDOPMALMOHHBIX CHCTeMax SIBIsIOTCS HEOTHEMIEMOH YacTeio pabor no
CO31aHHIO HHOPMAIIMOHHBIX CHCTEM,

Cpejcrea sanmrs HH(OPMaLHK, IPUMEHSIEMBIE B HHOPMALMOHHBIX CHCTeMaX,

B YCTAHOBJICHHOM MOPA/IKE POXO/AT NPOLEAYPY OLEHKH COOTBETCTBUS.
4. Mudopmatinonnsie cucremsi KnaccHDHUMPYIOTCS FOCY1apCcTBEHHBIMH Opra-
HAMH, MYHHIHNAILHBIMH OpraHaMH, IOPHAMMECKHMH WIH (puzmueckumMu aMLAMH,
OPraHH3YIOIHMH H (MIH) OCYIECTBAAIOUIMH 06paBoTKy MePCOHATBHbIX JaHHBIX, d
TAKKE ONpPEleTAIOUMMH LIelH U cojlepxkante obpaboTku MEPCOHANIBHBIX JTaHHBIX
(nazee - onepatop), B 3aBUCHMOCTH OT 06beMa 00pabarsiBaeMbIX HMH MePCOHATBHBIX
JIAHHBIX H YTP0O3 0€30MaCHOCTH KUIHEHHO BAXKHBIM HHTEpeCcam JIMMHOCTH, 0011IeCcTR H
rocyaapcTaa.

Iopsanok nposenenns KIACCH(OUKALMH HHOOPMALHOHHBIX CHCTEM YCTaHaBIIH-
BaeTcs CoBMECTHO PenepanbHol cnyxkboil 1o TEXHHYECKOMY H 3KCNOPTHOMY KOH-
Tpomo, Meaepanbhoii ciyxk60ii Gezonacnoetn PoccHiickoii Denepaunn u Munu-
CTEPCTBOM HH(OPMALIMOHHBIX TEXHONOI M U cBsi3K Poccuiickoii Denepaiun.

3, ObmeH nepcoHaNbHBIMI JaHHBIMH npu uX 0bpaboTke B HH(DOPMAIHOHHBIX
CHCTEMAX OCYUICCTBAAETCH NO KaHalaM CBA3M, 3alMTa KOTOpBIX obecneuusaercs
MYTEM pEATU3aLNH COOTBETCTBYIOUINX OPTraHH3aALMOHHBIX Mep H (WIK) nyTeMm npu-
MEHEHHS TEXHHYECKHX CPEJICTB.

6. Pasmeutenne unpopMaionHbix CHCTEM, creuHaibHoe o0opyloBaHHe u
OXpaHa NOMEIIEHHH, B KOTOPBIX BejleTcs paboTa ¢ MepcoHatbHBIMH JMaHHBIMH, Opra-
HU3a1MsA pexkuMa obecriedeHus Ge30nacHOCTH B ITHX MOMEIMIEHHSX NOmKHBL 0bec-
NEYHBATBL COXPAHHOCTh HOCHTEe

HEPCOHATBLHBIX NAHHBIX M CPE/CTB 3AlIMTEI HHYOPMALNK, a TaKKe HCKIIOYATH BO3-
MOHOCTb HEKOHTPOJIHPYEMOTO NMPOHHKHOBEHHA WIH MPeGbiBAHHA B 3THX nomMetie-
HUAX MIOCTOPOHHMX JIHIL.

x, Bo3smosxkHble kanaabl yreuku HH(pOpMALHM npu 06paboTke MepCOHATBHbIX
JaHHBIX B HHOOPMALMOHHBIX CHCTEMAX onpenensoTes MejgepanbHoi ciyxboii no
TEXHHYCCKOMY M 3KCIOPTHOMY KOHTPOIIO H DejepansHoii ciyxboii GesonacnocTi
Poccuiickoit ®enepauuu B npesenax Ux noiIHOMOYHiL,

beszonacHocTh nepcoHanbHBIX AaHHBIX pH ux obpabortke B MH(OpMALHOHHOI
CHCTeMe oOecrieyMBaeT OMEpaTop WM JIHIIO, KOTOPOMY Ha OCHOBaHHH JI0rOBOpa
OTIEPATOp Mopy4aeT 00pabOTKY NepcoHaNbHBIX JaHHBIX (1amee - YIOJTHOMOYEHHOe
11o). CylecTBeHHbIM yenoBHeM AOTOBOPA ABJIACTCS 00A3aHHOCTH YIOJHOMOYEH-
HOIO JHLa obecneunTh KOH(DHASHUMATBHOCTE MEPCOHATBHBLIX JIaHHBIX M Oe3onac-
HOCTD NEPCOHAIBHBIX TaHHBIX MPH X 00paboTke B HHpOPMALHOHHON cHeTeMme.

lIpu obpaGoTke nepcoHaNbHBIX TaHHBIX B HHPOPMALIHOHHON CHCTEME AOIKHO
ObITh 0DecnieueHo:

a) MPOBEICHUC MEPONPHUATHH, HANpPaBICHHBLIX HA NpPeNOTBpallcHNe HECaHKIHO-
HUPOBAHHOIO N0CTYNA K IIEPCOHANBHBIM JaHHBIM M (HiTH) nepeaadyd Mx IuilaMm, He
HMCIOLIMM NpaBa J0CTyTa K Takoi nHpopMaimu;

0)  cBoeBpemenHoe oBHapykeHHe (hakTOB HecaHKUMOHHPOBAHHOI'O n0cTyna K
[MEPCOHATBHBIM JAHHBIM;

B) HEIONMYyLIeHHE BO3JIEHCTBUS HA TeXHHYECKHE CpEeACTBA aBTOMATH3IMPOBAHHOMN
00pabOTKM NepCcoHaNLHBIX JIAHHbIX, B pe3yabTaTe KOTOPOro MokeT ObITh HapylleHo
HX (YHKIMOHHpPOBaHMe;




r) BOSMOKHOCTE HE3AMETHTEILHOTO BOCCTAHOB/ICHHSA NEPCOHATBLHEIX JaHHbIX,

MOAMDHUIHPOBAHHBIX WM YHHUYTOKEHHBIX BCIE/ICTBHE HECAHKLIMOHUPOBAHHOTO J10-

CTYNa K HHM;

1) MOCTOSIHHBIA KOHTPOJIL 3a obecrneuyeHnem YPOBHA 3alMIIEHHOCTH Mepco-

HaTbHBIX JAHHbIX.

8. Meponpusitis o obecneyenuio GeszonacHocTH MEePCOHANBHBIX JJAHHBIX MPH HX

00paboTke B MH(OPMALMOHHEIX CHCTEMAX BKIIOYAIOT B cebs:

a) Onpejienenne yrpos 6e30NacHOCTH MEPCOHANIBHBIX JaHHBIX npu ux odpabotke,

(popMHpOBaHKE Ha MX OCHOBE MOIENH ¥Yrpos;

6)  paspaboTky Ha ocHoBe MoaenH Yrpo3 CHCTeMBI 3allMTEl NEePCOHATbHbIX aH-

HBIX, obecrieunBaromeli HEHTPATH3ALMIO TPEANONaraeMbIx YIpo3 ¢ MCMONbL30BAHHEM

METOJIOB H CMOCODOB 3aLUMThL EPCOHANBHLIX AaHHBIX, NpelyCMOTPEHHBIX T8 COOT-

BETCTBYIOIIETO Kilacca HHYOPMALIMOHHBIX CHCTEM:

B) ITPOBEPKY FOTOBHOCTH CPEACTB 3aLIMTh HHOOPMALIMH K HCIO/B30BAHUIO ¢ CO-

CTABICHHEM 3aKII0O4€HHH O BO3MOKHOCTH HX IKCITyaTaLMH;

r) YETAHOBKY W BBOJL B 9KCILTYaTaIHIO CPEACTB 3aLHTHI MH(POPMALIHHE B COOTBET-

CTBHH C OKCIYaTaLIMOHHOH M TEXHHYECKOH J10KYMeHTalIHed;

A)  o0yueHHe JIH1L, HCTIONB3YIOUINX CPEICTBA 3alTHThI HHOOPMALIHH, IPUMEHSEMble

B HH(OPMALHOHHBIX CHCTEMAX, MPaBHIIaM paboThl ¢ HHUMH;

e) YHUET TNPHMEHSEMbIX CPE/ICTB 3alUMThl WH(OPMALIMH, HKCIUTYaTALHOHHONH M

TEXHUYCCKOH JIOKYMEHTALMH K HHM, HOCHTEJIe MepCoHaTbHbIX JaHHBIX;

K)  Y4eT JIML, JOMYIIeHHBIX K paboTte ¢ NePCOHANbHBIMH [aHHBIMH B MH(pOPMa-

LHOHHOH CHCTEME;

3) KOHTPOJIb 33 COO/IOJEHHEM YCIIOBHH HCIIONL30BAHUS CPEJICTB 3alllHThl WH-

dopmanun, npenyemorpennbix IKCILTYaTallMOHHOH M TEXHMYECKOH JOKyMeHTalHeil:;

1) pasOUpaTeNbCTBO H COCTABICHHE 3aKIFOYeHHMIT 110 daxtam Hecobmo1eHns yeaoBnii

XPaHCHHS HOCHTeJIeH MePCOHANBHBIX JAHHBIX, HCMOMB30BAHNS CPEJICTB 3allMThl WH-

(popmaumm, KOTOpBIE MOTYT TIpHBECTH K HapYEHHIO KOH(PUAEHIMATBHOCTH nepco-

HAJBHBIX JIAHHBIX MW APYTHM HAapyIIEHHSM, NPHUBOAAIIMM K CHHIKEHHIO YPOBHSH

SAIIHMIIEHHOCTH NEPCOHAILHBIX [IAHHbIX, Pa3paboTKy M NPUHATHE MEp Mo MmpeaoT-

BPAIEHHIO BOSMOXHBIX ONACHBIX MOC/IEACTBHI NOI06HBIX HAPYIICHH;

K) OIHCAHHE CHCTEMBI 3ALLMTHI TIEPCOHATBHBIX JaHHBIX.

9. Hns paspabotku M ocywmecTBieHus MEpOMpHATHI 10 obecrieyenHio Gezonac-

HOCTH IEPCOHATIBHBIX IAHHBIX NPH HX 06paboTke B MHMOPMALMOHHOI CHCTEME Oe-

PAaTOPOM HITH YMOIHOMOYEHHBIM JIHIIOM MOMKET HA3HAYAThCS CTPYKTYPHOE Tojpas3-

ACACHUC UM TOMKHOCTHOE JIHLO (pabOTHUK), OTBETCTBEHHbIC 3a obecnevyeHne Ges-

OTIACHOCTH MEPCOHATBHBIX IaHHBIX.

10.  Jluna, noctyn kotopeix K MEepPCOHANIBHBIM JIaHHBIM, 0OpabaTeiBaeMbIM B

HH(OPMALHOHHON cHcTeMe, HeOOXOMM U1 BBITIONHEHMS cnyxeOHBIX (Tpya0BbBIX)

o0s3aHHOCTEH, onycKaoTes K COOTBETCTBYIOIIHM [1€PCOHAIBHBIM [JaHHBIM Ha OC-

HOBAaHHH CITHCKA, YTBEP#ICHHOTO ONIEPATOPOM HIIH YIOTHOMOYEHHBIM JTHIIOM,
3anpocsl nons3oBareneii HH(OPMALIMOHHONW CHCTeMbI Ha MoJay4yeHne nepco-

HATBHBIX IaHHBIX, BKIIOYas L, yKa3aHHBIX B NYHKTe 14 HacToAero [onoxwenus, a

TaKKe (aKThl NPeIOCTABICHNS NEPCOHATBHBIX TAHHBIX [0 THM 3aMpoOCcaM peru-

CTPHPYIOTCA  aBTOMATH3HPOBaHHBIMH CpeCTBAMHM HH(MOPMALMOHHON CHCTEMBI B

HICKTPOHHOM JKypHajie obpaiuenuii. Cojepikanue MeKTPOHHOrO AypHana obpartie-




HUIl NepHOIMYecKkn npoBepsieTcs COOTBETCTBYIOIUMH T0DKHOCTHBIMH JHUAaMK (pa-
DOTHHKAMM) OMepaTopa MK YHOMHOMOYEHHOIO NHLA.

[Ipy obnapyxenun HAapyUIeHHH MOPS/IKA [peoCTaBIeHNS NePCOHANbHBIX
AGHHBIX ONIEPATOP HITH YITOITHOMOYEHHOE JIHLIO He3aMe UTHTe ILHO [IPHOCTAHAB/IMBAKOT
IPENOCTABNIEHHE NEPCOHANBHBIX JAHHBIX [10/1b30BATENsIM MH(OPMAILIMOHHOI CHCTEMB]
A0 BBIABJICHHUA IPUYUH HAPYILEHHUH H YCTPaHEHHS 3THX MPHYHH.

Peanusains tpeGosannii no obecneuero OesonacHoctu nadopmauny B cpen-
CTBaX 3aLUHTEI HH(OOPMALIMK BO3MaraeTcs Ha WX paspaboTYHKoB.

B orHomenun paspaGorannnix IHQPOBATEHEIX (KpHTITOrpadHueckuX) CpeIcTB
3aUUMTEL HHPOPMAIIMH, MpeAHA3HAYEHHBIX LIS ObecreueHms DesonacHocTH nepco-
HAJIbHBIX NAHHBIX NP WX obpaboTke B HH(DOPMALHOHHBIX CHUCTEMax, MPOBOIASATCS
TEMATHYECKHE HCCIEN0BAHHS H KOHTPOJILHbIE TEMATHYECKHE MCC/IeI0BAHNS B Leasx
MPOBEPKH BBIMOJTHEHHs TpeboBaHuii no GezonacHoCTH uHpopmaiuu. Ipu srom noj
TEMATHYECKHMH  HCCNIEIOBAHMSMH  [TOHHMAIOTCS KpHnTorpaguyeckie, umkeHep-
HO-KPUIITOrpaHyeckHe U crielnanbHbie HCCIel0BaHNs CPE/ICTB 3aMThl HH(OpMa-
UHH U ClelHalbHble paboThl ¢ TeXHHYECKMMU CPeIcTBaMH HH()OPMALIHOHHBIX CH-
CTEM, a 1O KOHTPOJILHBIMH TEMAaTHYECKHMH HCCACIOBAHHAMH - MePHOHYECKH
NPOBOJIMMBIE TEMATHYECKHE HCCITEeOBAHNS,

Komnkperbie cpoku nposenenus KOHTPOJIBHBIX TEMaTHYeCKHX HCCAeTOBAHHI
onpenenstores Peepanbhoil cayx6oii GezonacHoCTH Poccuiickoii ®eneparmn,

I1. PesyabTaTsl OUEHKH COOTBETCTBHS H (HIH) TeMaTHYecKHX Mcciaen0BaHuii
CPEACTB 3aUUTLI HHPOPMALIMH, NpeHa3HAYeHHBIX 1718 0GeceyeHus DesonacHocTH
MEPCOHATTLHBIX JAHHBIX 1PH HX 00paboTke B HHGOPMALMOHHBIX CHCTEMAXx, OLEHH-
BAKOTCA B XO/1€ SKCHEPTH3BI, OCYILECTBASEMO DegepaneHoii cnyx6oii no TexHuye-
CKOMY H 5KCNOPTHOMY KOHTpomo W MenepansHoii ciyx0oii GezonacHoctn Poccuii-
ckoii Wenepaniy B npeeaax ux MoJTHOMOYHIL

12. K cpencraM 3ammro HH(OPMaLHK, NpelHa3HAYeHHbIM 115 OGecreyeHns
0e30MaCHOCTH MepPCOHANBHBIX JAHHbIX ApH HX 00paboTke B WHGMOPMALHOHHBIX CH-
CTEMax, NPHIAralTCs NMpaBuia MOJALIOBAHNUA ITHMH CPEICTBAMH, COIMACOBAHHEIE C
MenepanbHoii cayx60ii mo TEXHHYECKOMY H IKCIIOPTHOMY KOHTPOJTHO U Deepanbhoii
cayx60# Gesonacnoctn Poceuiickoit denepaltii B npejienax ux noJHOMOYHIL
H3menenue ycnosuii npiumenenus CPEACTB 3aIUHThI HH(YOPMALIHMH, [IPe/1yCMOTPEHHBIX
YKA3AHHBIMH MPaBMIIAMHM, COITIACOBBIBACTCS ¢ ITHMM denepanbubIMM opranamu He-
MOJIHUTE/ILHOH BJIACTH B TIpe/ienax uxX MOTHOMOYHMIL

Cpencrea sammrs WH(pOPMalMK, npejHa3sHaYeHHble IS obecnieyenus Ges-
OTIACHOCTH NepCOHANIbHBIX AaHHbIX ITPH MX 06paboTKe B HHOPMALIMOHHBIX CHCTEMAX,
MOANEKAT YYETY ¢ HCTIONBbIOBAHUEM HHJIEKCOB MIIH YCJIOBHBIX HAUMEHOBaHHI U pe-
FMCTPALMOHHBIX HOMEpOB. [lepeyeHs MHAEKCOB, YCIOBHBIX HANMEHOBANII U peru-
CTPALIMOHHBIX HOMEpOB ornpeensercs MenepansHoii Cayk00# 1Mo TexHHYECKOMY M
IKCNOPTHOMY KOHTpONO H DenepansHoii ciyxb0ii 6e30NacHOCTH Poccuiickoii de-
JICPallHH B Npeaenax ux moJHOMOYHIT,

OcobenrocT pazpaGoTi, MPOM3BO/ICTBA, PealM3alnn W SKCIUTYaTalun mud-
POBanbHLIX (KpunTorpadudeckux) CPeACTB 3alIHTbl HHOOPMALIHK U NTPET0CTABIEHHS
YCIYT Mo ummQpoBaHHIO MEPCOHANBHBIX JaHHBIX npu ux obpabotke B MHpopmaim-
OHHBIX CHCTeMax ycraHasnnBarwTes MenepanbHoil cyx6oii 6e30macHocTH Poccmii-
CKOH Penepanmu.




